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Current CMMC program participants say

current strategy fails to protect the

Defense Industrial Base and that a shift in

thinking by DoD is required ASAP.

DENVER, CO, UNITED STATES, May 3,

2021 /EINPresswire.com/ -- A group of

experienced cybersecurity

professionals has stepped forward to

raise the alarm about what they think is

a flawed Department of Defense (DoD)

strategy to protect the Defense Industrial Base (DIB) from cyber attack. 

Chris Golden, one of the founding board members of the Cybersecurity Maturity Model

Certification Accreditation Body (CMMC-AB) and Mitch Tanenbaum and Ray Hutchins, owners of

I was there at the  birth of

the CMMC-AB and I feel

strongly about its mission.

I'm here to say that the

mission is threatened and I

hope for all our sakes that

the DoD responds to that

fact quickly.”

Chris Golden, Founding Board

Member, CMMC-AB

Turnkey Cybersecurity & Privacy Solutions LLC (TCPS) are

deeply involved in the efforts to protect the DIB.  Golden

helped organize the CMMC-AB and then build the training

program for the original assessors. Hutchins and

Tanenbaum have been working with contractors within the

DIB for years helping them comply with both the NIST SP

800-171 and CMMC programs. 

Their hands-on experience in protecting the DIB revealed

to them what they believe is wrong with the current DoD

approach and they feel fully qualified to question this

approach and to bring the issue to the public's attention. 

"The current DoD approach does not recognize the urgent state of affairs with respect to

cybersecurity within the DIB," says Mitch Tanenbaum, partner and CISO for TCPS.  "DoD's current

approach does not attack the core issues that must be overcome to secure the DIB. And the

current approach is slated to roll out slowly over a period of years while our adversaries run
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amok in our systems."

Tanenbaum goes on to say, "The underlying, main problem is that DoD provides no real material

or financial support to our folks engaged on the front lines of this DIB cyber fight--the CMMC-AB,

the CMMC Center of Excellence (CoE) or the DIB companies themselves. If we are really in a DIB

cyberwar, then the warriors need real support--and they are not getting it. "

But, as patriots and cybersecurity professionals who are passionate about protecting the

country's intellectual property, the trio doesn't want to just complain about what is wrong--they

want to help fix it.  So they spent years analyzing the problem and architecting a solution which

they present in their newly released white paper:  THE CMMC: A PARADIGM SHIFT REQUIRED

FOR SUCCESS-- CHANNELING ELON MUSK TO ADDRESS THE DIB SECURITY CRISIS. The white

paper requires no technical knowledge to understand. It approaches the problem from a

strategic perspective. 

"The old way of doing things coupled with a lack of DoD support is not cutting it and is a setup

for failure," says Chris Golden. "But we have architected an environment that takes advantage of

recent cloud and other technological advances that equate to a completely novel approach to

protecting the DIB." 

Golden adds, "You can't keep doing what you have been doing wrong for years and expect

different results.  You've got to channel Elon Musk and think out-of-the-box. That's what we have

done and this is what is required to keep existing DIB companies involved with DoD and to

attract new, innovative companies to the DIB."

The trio's white paper proposes to use currently operational cloud technologies and creative

engineering to fully host and protect DIB companies within multi-tiered, defendable, and agile

enclave cloud environments. The basic idea is that DIB companies will be able to migrate their

entire current IT infrastructures into a highly structured, standardized, and protected

environment. As part of this process, responsibility for IT/cybersecurity/privacy will transfer from

DIB companies to the new company.

"This is what we mean by a paradigm shift," says Tanenbaum. "DIB business leadership has zero

interest or enthusiasm for managing their IT environments and/or grappling with cybersecurity

associated with those environments. It's not their focus nor their core business. If we expect

them to protect the data within those systems, we have to help them. They just cannot do it."

But there's more. 

The trio makes the claim that their new environment can be engineered to be 100% secure. 

"Look, we get it. We are senior cybersecurity professionals with decades of experience. We fully

understand the total impossibility of 100% security in today's environment--and even the danger

https://www.turnkeycybersecurityandprivacysolutions.com/cmmc-white-paper
https://www.turnkeycybersecurityandprivacysolutions.com/cmmc-white-paper


of using such language," says Hutchins. "We are under no illusions about the difficulties, but we

urge folks not to think about where we are today--instead, to think forward into the near future.

We are there. We can do this. We just have to quit telling ourselves that it's impossible." 

Currently the group is building out its management team and has begun the effort to seek DoD

or other support to take their engineering to the next level and build the cloud prototype. Then

they plan on using the capital markets to fund the complete roll-out of the new system. 

When asked how they thought the DoD might react to  criticism of its current strategy and calls

for radical change, Golden replied, "We are front-line fighters providing feedback to our

commanders. We are confident they'll use the information to adjust course as necessary.  Plus,

the very fact that Michael Brown, the current director of the Defense Innovation Unit (DIU), is

being  considered by the Senate for the position of Undersecretary of Defense for Acquisition

and Sustainment--is a good thing.  The nation needs people who understand innovation and he

fits the bill. We urge the Senate to confirm him quickly."

Talking about innovation, the team also intends to copy another Elon Musk innovation--sharing

their model with others so it can be scaled quickly to the entire DIB. 

"We are confident we can successfully solve this problem and make our solution available to the

DIB for substantially less cost than is currently being expended. The size of the problem and

demand for this type of protection will far exceed our own capabilities," says Hutchins.

"Therefore, we plan to share our engineering with others capable of deploying it to the entire

DIB ASAP...and then further expand deployment into other commercial markets that need

protection."
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